Project Rat-Trap: User Guide

Getting started

To start the client, simply execute the .jar filEhere is no need to install or adding
components. You should see now the connection neankidooks like this:
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Figure 1: Connection window

Creating a connection

To create a connection, simply click on “New Coniwet in the “Profiles” list on the left
and fill the following fields:

* Name: The name of the connection.

* Host: IP address or URL of your server.

» Path: The path where the servlet is stored onghes

» Port: The port, over which client and server comitate

* Home country: Your country. Default is Zweibriick&grmany.
While filling the fields, the “New” button becomesmabled. When finished, press the “New”
button to create the new connection.
Modifying a connection

If you want to modify a connection, select it ir throfiles list and change the connection data
fields. Once you change something, the “Save nmedlifboutton becomes enabled and you can
store the modified connection.

Connecting to the server

To connect to the server, choose a connectionanptbfiles list and double-click or press
connect. Connecting is only possible with your avamnections, not with the default “New
Connection”. Once the connection is establishezinthin window will open.



The main window
When connected correctly, the main window opershasvn below:
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Figure2: Main window

The client is able to show the following categoiethe content window:

Linked connections — Overview

The tables show all linked connections between dsiers and spammers like in figure 2.

Linked connections are pairs of harvesters and spas) where a spammer has used the
information of a harvester. This connection is @igpd by showing the harvester on the left

and the spammer on the right.

World view

This view visualizes the connections shown in theerdew table. There are three
visualization modes, which can be selected withctir@ent navigation (s. figure 3):

1. Tracked spammers: This visualization mode showgrdeked and linked spammers.
The red dots show the spammer’s origin, and areexed by curves to the point, you
determined, when creating your connection. Oneeuneans one connection, many
connections merge to a thicker curve.

2. Tracked harvesters: This visualization mode shoacked and linked harvesters. The
visualizations work the same way like described)ibut harvesters are marked with
green dots and curves.

3. Links between harvesters and spammers: This mool@ssthe origins of spammers
and harvesters. Curves mark connections betweegrtips. A curve symbolizes one
connection like shown in the overview window. Therenconnections in the same
places appear, the more curves merge, which isrshgwhicker curve lines.



. H¥project Rat-Trap g@@

Connection

Overview| World view | Q.W?U.Y.‘?.".".;
This map visualizes spammers and harvesters

Content |'show spammers | Show harvestsrs | | Show all links |

navigation

Figure 3: World view

Chart view

This view shows details of the linked spammers han/esters, using pie chart diagrams.
There are four kinds of charts, which can be setkatith the content navigation (s. figure 4):

1.
2.
3.

Origin of spam: This chart shows the countries, nefspam originates.
Origin of harvesters: This chart shows the cousin¢here the harvesters come from.

Harvester intelligence: This chart shows the haeresand their intelligence. A higher
intelligence means that the harvester can deciploee notation®f e-mail addresses.

User agents: This chart shows the user agents bysexd harvesters.



| ChartView l

Received spam by countries.

s
— GERMANY =2
g

UNITED STATES OF
AMERICA =4 !

P

\\ e

Available operations:

‘Show origin of spam |

| snow hanester intsligence |

QDW usaragar g

Content

navigation

I ® GERMANY =2 @ UNKNOWN =1 @ AUSTRALIA =2 © UNITED STATES OF AMERICA = 4|

Figure4: Chart view




